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IMS Account Activation Process
In order to meet auditing requirements, the following steps must be taken prior to the creation of an IMS account for a user in an office or district office.

1. An office director or district director must approve the IMS account request in writing.  If the director decides to delegate the approving authority to someone else in the office, please e-mail Chris Farmer, OIT SDOD, with the delegating information so it can be kept on record.

2. An official record of the authorization must be maintained, for as long as the account is open plus a minimum of three years.  This may be a paper record or a computer file, but it must be a specific record separate from the email itself.  At the very least, it must be a copy of the email separately filed.  Each office should have one staff position designated to maintain these records or files. This individual may be the director or ITS, but it could be another designated manager or records keeper.
Once these actions are complete, the field IT Specialist of the office or district office (or another authorized individual in that office or district office who has utilities access) may create a new IMS profile for the requested IMS account, using the Utilities features within the IMS application.  The following is a quick guide to the process for creating a new IMS user account.
1. Before creating an account for a new staff member, go to the Staff Tab and create a Staff record for that member, if he doesn’t already have one.  The staff member’s current email address should be entered when the record is created.
Before creating an account for a current staff member, go to the Staff Tab and check the corresponding staff record to ensure that a current, valid email address is present.
2. Go to the Security Tab, locate the row that contains the staff member’s name, and click the row to highlight it.

3. Click the Request Oracle ID button at the bottom of the Security Tab and set the appropriate security Read/Write access levels.  These will determine the new user’s IMS roles (that is, which IMS application(s) the staff member may access) when the account is created at step 5.  If necessary, modify the staff member’s Word Processing settings.  (By default, the staff member’s word processing settings will be identical to those for the staff member’s EEOC Office or FEPA.)
4. After setting all appropriate security levels and modifying the word processing as needed, click the Apply button and verify the three pre-populated values that appear:
· Proposed New Oracle ID.  This value is the initial of the user’s first name plus the first six letters of the user’s last name, unless that combination is already in use by another account.  If it is, then the value will be the first and middle name initials plus the first five letters of the last name, unless that combination is also already in use by another account.  If it is, then the value will be the first name initial, the letter “X”, and the first five letters of the last name.  The value may be modified, but it is STRONGLY recommended that users retain the pre-populated value, or use the staff member’s Novell ID (i.e., the ID that the staff member uses to log into his or her EEOC workstation).
· Director Name.  This will be the name of the new account holder’s office director.  If this value is missing, cancel the process, then go to the Office Tab and make sure a District Director has been established for the Staff member’s office.  Once a District Director has been established, re-start the Account Activation process from step 2.
· Director Email.  This will be a valid email and should be entered if one is not auto-populated.  If this value is missing, cancel the process, then go to the Staff Tab and make sure the District Director’s Staff record has a valid email address.  Once the District Director’s email address has been established, re-start the Account Activation process from step 2.
5. Click the Apply button to create the new account on the IMS Production, Report, and Training databases, and assign the correct IMS application user roles.  A message will appear, identifying the Oracle ID and the default password assigned to the new account – make a note of them.  The new user will receive an email that contains his or her new User Name (the Oracle ID) and a default password for accessing IMS.  Another email will also be sent to the EEOC’s Office of Information Technology (OIT), Systems Development & Operation Division (SDOD), and the new user’s office director.

(Note: If the new user’s Staff record did not identify a valid email address, it will be necessary to identify that user’s current email address, and send an email notifying the new user of the Oracle ID and default password.)
Please contact the Nationwide Helpdesk at 1-866-578-3583 or nationwide.helpdesk@eeoc.gov, if there are any concerns.

(Note:  An Information Service Request (ISR) is not required for the above process.)
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